IHAMSTKA
JJISA OBYYAIOIIIUXCA

C KaXIbIM TOJIOM MOJIOJCKH B WHTEPHETE CTAHOBHUTHCS OOJIbINE, a MIKOJbHUKUA OIHH W3
caMbIX aKTUBHBIX ToNb30Bareieid Pynera. Mexay TeM, TOMHMO OTPOMHOTO KOJHYECTBA
BO3MOXHOCTEH, MHTepHET HeceT W mpoOieMbl. DTa mamsATKa JOHKHAa MOMOYb TeOe O0e30mMacHo
HAXOJIWTHCS B CETH.

KoMnbloTepHbIE BUPYCHI

KoMmbroTepHblii BUpPYC - 3TO Pa3HOBUAHOCTh KOMIIBIOTEPHBIX MPOrpaMM, OTIMYUTEIbHOU
0COOCHHOCTBIO KOTOPOU SIBIISIETCS] CHOCOOHOCTh K pa3MHOKEHHIO. B 10MOIHEHNHE K 3TOMY, BUPYCHI
MOTYT TOBPEAUTh WM IMOJHOCTHIO YHHUYTOXKUTHh BCce (halljibl M JIaHHBIE, TOJKOHTPOJIbHBIE
M0JIb30BATEII0, OT UMEHU KOTOPOIo Obljla 3alylieHa 3apa)Kx€HHasl porpaMMma, a Takke MOBPEAUTD
WIA AK€ YHUYTOXXHUTH ONEPAIlMOHHYIO CHCTEMY CO BceMHu (Qaitmamu B 1eiaoM. B OonblinMHCTBE
CJIy4aeB pacHpOCTPAHSAIOTCS BUPYCHI uepe3 IHTepHET.

MeToabl 3alIUTHI OT BPEIOHOCHBIX MPOTrPaMM:

1. I/ICHOHLSyﬁ COBPCMCHHBIC OIICPAIUOHHBIC CUCTCMbI, HMCIOIIHUC CCpLCSHHﬁ YPOBCHb
3aIIUTBI OT BPECAOHOCHBIX ITPOrpaMMm;

2. TlocrosHHO ycTaHaBiaMBail mnatuu (LUQpPOBBIE 3aIUIATKH, KOTOpPbIE aBTOMATHYECKH
YCTaHABIUBAIOTCS C LIEJIbIO T0PaOOTKH MPOrpaMMbl) U JIpyrrue OOHOBJICHHUSI CBOEH OMeparMoHHOM
cuctembl. CkaumBail UX TOJBKO ¢ oduImaibHOrO caita paspaborunka OC. Ecmu cymiecTByeT
pPEXKUM aBTOMATHUYECKOTO OOHOBIJICHHUS, BKIIOUH €T0;

3. PabGotait Ha cBOEM KOMIIbIOTEpE IO MpaBaMH MOJb30BATENS, @ HE aAMUHUCTpATOpa. ITO
HE MO3BOJIUT OOJIBIIMHCTBY BPEJAOHOCHBIX MPOTPAaMM HHCTAJLIUPOBATHCS HA TBOEM MEPCOHAILHOM
KOMIIBIOTEDPE;

4. Vcrmonb3yd aHTUBHUPYCHBIC INPOTPAMMHBIC IPOJYKTHl H3BECTHBIX IPOU3BOIUTEIICH, C
aBTOMAaTHYECKHM OOHOBJICHHEM 0a3;

5. Orpannub (HpU3NUECKUI JOCTYN K KOMIBIOTEPY AJIsi MOCTOPOHHUX JIMII,

6. Vcnonp3yii BHEIIHME HOCUTENH WHGOpMAIMM, Takue Kak (remika, IUCK wuian (aitn u3
WHTEPHETA, TOJILKO U3 MPOBEPEHHBIX UCTOUYHUKOB;

7. He oTkpbIBail KOMIIbIOTEPHBIE (DAL, MOTYUYEHHbIE U3 HEHAJIEAKHBIX UCTOYHHUKOB. J[axke Te
(aiiibl, KOTOpbIE MpUCIaT TBOM 3HAKOMBIN. JIydllle yTOUYHU y HETO, OTHPABIISLII JIM OH TEOE UX.

Cern WI-FI

Wi-Fi - 510 He BHI nepeauyn JaHHBIX, HE TEXHOJOTHUs, a BCEro JMIIb OpeHsa, Mapka. Eie B
1991 ronmy Huaepnanackas kommaHus 3apeructpupoBaia Openn "WECA", uto o6o3Havamo
cinoBocoueranue "Wireless Fidelity", koTopblit nepeBoauTcs Kak "0ecrpoBOiHAsS TOUHOCTh".

Jlo Hamiero BpeMeHM Jolula Jpyras abOpeBuaTypa, KOTopas SBISETCS TaKOW iKe
TexHoJoruen. Ito abOpeBuatypa "Wi-Fi". Takoe HazBaHue ObLJIO JAHO C HAMEKOM Ha CTaHAApT
BbICIIeH 3ByKoBOM TexHuku Hi-Fi, uTo B mepeBojie 03HavaeT "BbICOKasi TOUHOCTD'.

Jla, OecryaTHBIM HMHTEPHET-IOCTYN B Kade, OTENSIX MU a’dpomnopTax SBISETCS OTIMYHOU
BO3MOHOCTBIO BbIXOJIa B MHTepHET. HO MHOTHE SKCIEPTHI CYUTAOT, YTO 0O0ImeA0CTymHbIe Wi-Fi



CETH HE SIBIISIIOTCS O€30IaCHBIMHU.

CoBeTbl 0 6E30MaACHOCTH PA0OTHI B OOMIENOCTYIIHBIX ceTax Wi-fi:

1. He nepenaBaii cBoro muuHyo uHbopmaruio yepe3 oomenoctynusie Wi-Fi cetu. PaboTas B
HUX, JKEJIAaTEIIbHO HE BBOJUTH MApPOJIM IOCTYTIA, IOTUHBI M KAKKE-TO HOMEpa;

2. Wcnonb3yl U OOHOBISM aHTUBUPYCHBIE MpPOTpaMMbl U OpaHamaysp. TeM cambIM Thl
obe3omacuiib ceds 0T 3aKaYKH BUPYyCa Ha TBOE YCTPOMCTRBO;

3. Ilpu ucnonw3zoBanun Wi-Fi otkimtoun pyukmmro "O0muid 1oty K daiinam 1 npuHTepam".
JlanHast GYHKIMSI 3aKphITA 110 YMOJIYAHUIO, OJTHAKO HEKOTOPBIC MOJIB30BATEIN aKTUBUPYIOT €€ IS
yA00CTBa UCIIOJIb30BaHUs B pabOTe UK yueoe;

4. He ucnons3yit myonmuunbiii WI-FI nis nepenaun mMuHbIX JaHHBIX, HAPUMED IS BHIXOJIA B
COIMAJIbHBIE CETU WJIU B AJIEKTPOHHYIO MOYTY;

5. Wcnonw3y#i Tonpko 3amnuiiennoe coequnenue uyepe3 HTTPS, a ne HTTP, 1.e. mpu nHabope
BeO-aapeca BBOM UMEHHO "https://";

. B MoOunbHOM TeneoHe OTKIIIOUN QYHKIIN axmoueHne k Wi-Fi aBromaruaeckn”.
6. B Mm00 oM Tese(OHE OTKIIIO y 10 "Ilonknrouenue k Wi-Fi aBtomatuuecku". He
JIOTTyCKall aBTOMaTU4ECKOIro MOJIKIII0UeHHs! ycTpoiicTBa k cetaM Wi-Fi 6e3 TBoero cormiacus.

ConnajbHbIE CeTH

CoumanbHble CETH aKTMBHO BXOJAT B HAIly KW3Hb, MHOTHE JIIOJIM PabOTAIOT W KUBYT TaM
nocTosiHHO, a B Facebook yxke 3aperucTpupoBaH MILIMAP] YEJIOBEK, YTO SBISCTCS OIHOU
CeIbMOM BCEX JKUTENEHW IaHeThl. MHOTHE MOJB30BATENM HE IMOHUMAIOT, 4YTO HWHOOpMaIus,
pa3MeIeHHass UMH B COITMAIBHBIX CETSAX, MOXKET OBITh HalJIeHa M MCMOJb30BaHAa KEM yTOJHO, B
TOM YHCJI€ HE 00s3aTEIBHO C OJIariMHU HAMEPEHUSIMH.

OCHOBHBIE COBETHI IO 0E30ITACHOCTH B COLIMAIBHBIX CETAX:

1. Orpannyb CIMCOK Apy3ei. Y TeOs B APY3bsAX HE JOKHO OBITh CIyYalHBIX U HE3HAKOMBIX
JIIOeH;

2. 3amuiiail cCBOIO 4acTHYIO »ku3Hb. He ykas3wiBaili mapomu, TenedoHsl, aapeca, AaTy TBOETO
POXIIEHUS U JPYTyI0 JHMYHYI0 HH(pOpMaIuio. 3JI0yMBIIUICHHUKA MOTYT HCIOJIb30BaTh JaxKe
UH(OPMAIUIO O TOM, KaK Thl M TBOM POJAUTENH JIAHUPYETE MPOBECTH KAHUKYJIBI;

3. 3amuinai CBOIO penmyTalyio - ACpKHU €€ B YUCTOTE M 3a7aBail cede BOMPOC: XOTel ObI ThI,
yTOOBI JPYTHe€ TOJIb30BAaTENM BHUJEIH, YTO ThI 3arpyxaemnis? llogymaii, mpexae YeM YTo-TO
OMyOJIMKOBATh, HAITUCATh U 3aTPY3UTh;

4. Ecau Tbl TOBOPHILIG C JIFOJbMH, KOTOPBIX HE 3HACIllb, HE MCIOJb3YH CBOE peajbHOE UM U
JPYTYIO TUYHYI0 HH(POPMALIMIO: UMSI, MECTO )KUTEIHCTBA, MECTO yueObl U MpoUee;

5. N36erait pasmenienus: ¢pororpaduii B IHTEpHETE, TAe THI M300pakKeH HAa MECTHOCTH, IO
KOTOPOU MOKHO ONPENEIUTh TBOE MECTOMOIOKEHUE;

6. Ilpu perucTpamuu B CONHAIBHOW CETH HEOOXOIMMO HCIOJIb30BATh CIIOXKHBIE IApOJIH,
cocTosire u3 OyKB U UG U ¢ KOJUISCTBOM 3HAKOB HE MeHee §;

7. Jast conmuanbHOM CETH, MOYTHI M JPYTUX CANTOB HEOOXOJMMO HCIIOIh30BaTh Pa3HbBIC
naponu. Torma eciaw TeOs B3JIOMAlOT, TO 3JIOYMBIIUICHHUKH TOJydYaT JOCTYI TOJBKO K OJHOMY



MECTY, a HE BO BCE Cpasy.

DJIeKTPOHHbBIEC TeHLTH

DONeKTpOHHbIE JEHBIW - ATO OUYEHb YJNOOHBIA CHOCOO IIATeXEH, OJIHAKO CYIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTST MOJYyYUTh 3TU ACHBIU.

DNEeKTPOHHBIE JIEHbI'M NOSIBWIMCH COBCEM HEJABHO M MMEHHO M3-3a 3TOI0 BO MHOI'MX
rocyJapcTBax 0 CUX MOp HE MPOMUCAHO PO HUX B 3aKOHAX.

B Poccuu xe oHM (QyHKIIMOHUPYIOT M O HUX Y€ MPONUCAHO B 3aKOHE, IIEe UX pa3AeisoT Ha
HECKOJIBKO BHJIOB - aHOHMMHBIE U HE aHOHMMHbIC. Pa3HuIla B TOM, YTO aHOHUMHBIE - 3TO TE, B
KOTOPBIX pa3peuiaercs MNPOBOJIUTH omepanuu 0e3 uACHTU(UKAIMKU [O0Jb30BaTeNs, a B HE
QHOHMMHBIX UIECHTU(UKALINS 0JIb30BATENS ABIISETCS 005A3aTEIbHOM.

Taxxe cnegyer pas3nuyaTh SJEKTPOHHBbIE (UATHBIE JACHBIU (PaBHBI TOCYJapCTBEHHBIM
BaJIIOTaM) U JIEKTPOHHbIE He(PUATHBIE IEHBIU (HE paBHBI FOCYAAPCTBEHHBIM BaJIIOTaM).

OcHOBHEIE COBETHI 110 0€30macHOM Da6OT€ C JJICKTPOHHBIMHU ACHbIaMH:

1. IlpuBsku K cueTy MOOWIBHBIM TenepoH. DTO camblii YIOOHBIH M OBICTPBIM CIOCOO
BOCCTAHOBUTh JOCTYyNl K cueTy. [IpuBs3aHHbIi TenedOoH MOMOXKET, €ciau 3alylernib CBOM
TUIATEKHBIN NIAPOJIb WK 3aMJICIIb HA CAUT C HE3HAKOMOTO YCTPOMCTBA;

2. Ucnonw3yi ogHopa3oBkie maposiu. [locie nepexoia Ha yCUIICHHYIO aBTOPHU3AIIHIO Te0e ykKe
He OyJIeT yrpoKaTh OMACHOCTh KPaku WIIH MepexBaTa IIaTeXHOTO apoJis;

3. Bribepu cinoxHbIi napoib. [IpecTtymaukam OyaeT HE MPOCTO yraaaTh CIOXKHBIN MapoJib.
HanexxHble mapoiau - 3TO MapoJid, KOTOpPbIE COAEp>KAaT HE MEHEe 8 3HAKOB M BKJIIOYAIOT B ceOs
CTPOYHBIEC U MPOIMHUCHBIE OYKBBI, HU(PHI U HECKOJIBKO CUMBOJIOB, TaKHE KaK 3HAK Jojuiapa, GyHTa,
BOCKJIMIIATEIbHBIN 3HaK U T.11. Hanpumep, $tROng!;;

4. He BBOJIM CBOU JIMYHBIC IAHHBIC HA CATaX, KOTOPHIM HE JOBEPSICIIIb.

DJICKTPOHHAS MOYTA

DNeKTpoHHAs MOYTa - 3TO TEXHOJOTHS U MPEAOCTaBIIIEMbIE €10 YCIYTH IO MEpPEeChUIKE U
MOJIYYCHHUIO BJIEKTPOHHBIX COOOIIEHUHM, KOTOpPbIE paCHpeeNsioTcs B KOMIIBIOTEPHOUN CeTu.
OO6b19HO AIIEKTPOHHBIH MOYTOBBIN SUTUK BBITJISIIAT CJIETYIOIIHUM oOpazom:
UMS_TOJb30BaTEeNA(@UMs_joMeHa. Takke KpoMe TMepeJaud MpOoCTOro TEKCTa, HUMEeTcs
BO3MOXHOCTb NepeaaBaTh (aiibl.

(OCHOBHBIE COBETHI MO 0€30MACHOI PabOTE C IIEKTPOHHOM ITOUYTOM:

1. Hamo BBIOpaTh TMpaBWIIBHBIM MOYTOBBIM CEepBUC. B HMHTEpHETE €CTh OTPOMHBINA BBHIOOD
OecCIUIaTHBIX MOYTOBBIX CEPBHCOB, OJHAKO JIydIlle JOBEPSTh TEM, KOrO 3HACllb M KTO MEPBbIM B
peUTHHrE;

2. He yxa3bIBaii B IMUHOM MOYTE MEpCcOHANbHYIO uHPOopManuio. Hampumep, iyurie BoIOpaTh
"My3bIKaNbHBIN _paHaT@" unu "pok2013" Bmecto "temal3";

3. Ucnonp3yi ABYX3TAHY aBTOPU3ALMIO. DTO KOrJa MOMHUMO MapoJisi HY’)KHO BBOAUTH KOJ,
IpUChUIaeMBbI 0 SMS;



4. BpiOepu CIOXHBIM Tapoib. JIJIs KaXJAOro IMOYTOBOTO SIIUKA JIOJDKEH OBITh CBOM
HAJICKHBII, YCTOWYMBBINA K B3JIOMY IIapOJIib;

5. Eciu ecTb BO3MOMKHOCTh HaIlMCaTh CAMOMY CBOW JIMYHBIA BONPOC, HMCIOJB3YH 3Ty
BO3MO>KHOCTB;

6. Mcnonp3yii HECKOJIBKO TIOYTOBBIX SIIMKOB. [lepBbI JUIsi YacTHOW NEPENUCKH C
aapecataMy, KOTOPBIM Thl JOBEpPSEHIb. DTO JJIEKTPOHHBIA aJpec HE HAJA0 HCIIOIb30BaTh IpHU
peructpaiuu Ha popymMax U caiTax;

7. He oTkpeiBait (aiiibl U Ipyrue BIOKEHUS B MUChbMax, a)X€ €CIM OHU MPUIUIA OT TBOMX
npy3eit. Jlydie yTouHu y HUX, OTHPABIISIIN JIU OHU TeOe 3TH (aiiiibl;

8. Ilocne okoHuaHusi pabOTHl HA MOYTOBOM CEPBUCE MEPE]] 3aKPHITUEM BKJIAJIKU C CATOM HE
3a0ynp Haxath Ha "BoriiTu".

KuoepOyJJaMHI WM BUPTVAJLHOE U3/1€BATEeJIHLCTBO

KubepOymnuHr - mpecieaoBaHHe COOOIICHUSMH, COACPKAIIMMH OCKOPOJICHHUS, arpeccuro,
3allyTUBAaHUE; XYJIHMTaHCTBO; COIMAIbHOEC OOWKOTHUPOBAHUE C TMOMOIIBIO PA3IUYHBIX WHTEPHET-
CEpPBHUCOB.

(OCHOBHBIE COBETHI IO OOPHOE ¢ KHOEPOVILIMHIOM:

1. He Opocaiics B 60i1. JIyumuii cioco0: MOCOBETOBAThCA Kak ce0sl BECTH M, €CJIM HET TOT0, K
KOMY MOYXHO OOpaTUThCS, TO BHaUaje YCIIOKOUThCSA. Eciau Thl HaYHEIIb OTBEYaTh OCKOPOICHUSIMH
Ha OCKOPOJIEHMSI, TO TOJBKO €I11e 0O0JIbIIE PAa30KKEITb KOHPIHUKT;

2. Ynpasnsiii cBoell kubeppernyTaiuei;

3. AnoHuMHOCTh B ceTH MHHMas. CyIIEeCTBYIOT CHOCOOBI BBISICHUTH, KTO CTOHUT 3a
AHOHMMHBIM aKKayHTOM;

4. He cTouT BeCTH XyJIMTaHCKHN 00pa3 BUPTYalbHOU *Ku3HU. IHTEepHET PUKCUPYET BCE TBOU
JEUCTBUS U COXPAHSIET UX. Y IaTuTh UX OyJIeT KpailHe 3aTpyAHUTEIHHO;

5. Coburoaii cBOXO BUPTYaIbHYIO Y€CTh CMOJIOAY;

6. Urnopupyit emuHuuHblii HeraTuB. OJHOpa3oBble OCKOPOUTENbHBIE COOOILIEHUS JIydlle
urHopupoBatb. OOBIYHO arpeccust MpeKpalaeTcsi Ha Ha4ajabHOW CTa/luu;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIIEHUSMH, B COLUATBHBIX
CETSAX €CTh BO3MOXKHOCTh OJIOKUPOBKHU OTIPABKH COOOIICHHM ¢ ONIPEICTICHHBIX aJpecoB;

8. Ecnu b1 cBUaeTens kubepOyuinHra. TBOU ASMCTBUS: BHICTYIUTh IPOTUB MpECIeA0BATENS,
II0Ka3aTh €My, YTO €ro JAEUCTBUS OLEHUBAIOTCS HETaTUBHO, MOAAEPKATh KEPTBY, KOTOPOH Hy)KHA
TICUXOJIOTUYECKAS TIOMOIIIb, COOOITUTH B3POCIIBIM O (PaKTE arpeCCUBHOTO MOBEACHUS B CETH.

MoOouianLHbIN TejaehoH

CoBpeMeHHble cMapTHOHBI U MJIAHIIETHI COAEPKaT B ce0e BIOJHE B3pPOCIbIN (PyHKIIMOHAT, U
Tenepb OHU MOTYT KOHKYPHUPOBATh CO CTAllMOHAPHBIMH KOoMITbloTepamu. OJTHAKO, CPEACTB 3aIIUTHI
JUIA TOJOOHBIX YCTPOMCTB MOKa OuYeHb Mano. TecTupoBaHHME M TOUCK YSI3BUMOCTEH B HUX
MIPOUCXOJIUT HE TaK MHTEHCUBHO, Kak Juist [1K, To *e camoe kacaeTcst 1 MOOMIIbHBIX NPUIIOKEHUM.



CoBpeMeHHbIe MOOWIBHBIE Opay3epbl YK€ MPaKTUYECKH JOTHAJIM HACTOJbHBIE AaHAJIOTH,
OJIHAKO paciIupeHue (QyHKIHMOHAJIa BJ€YEeT 3a CcOOOM OOJNBIIYI0O CIOXHOCTh U MEHBIIYIO
3aIIUIIECHHOCTD.

Jlaneko He Bce NPOM3BOAMTEIM BBITYCKAIOT OOHOBJICHMSI, 3aKpPbIBAIOUINE KPUTHYECKHE
yS3BUMOCTH ISl CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI U1 0€30MaCHOCTH MOOMIBHOTO TejiedoHa:

Huuero He sBisieTcs mo-HacTosieMy OecruiaTHbIM. bynb OCTOpOKeH, BeIb Korjga Tebe
npeIaraloT O€CTIUIaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO TUIATHBIC YCIYTH;

Hywmaii, npexe yeM otpaButb SMS, ¢oto unu Buaeo. Thl TOUHO 3HAEIIb, I7I€ OHU OYIyT B
KOHEYHOM UTOTE?

Heo6xoarmMo 0OHOBIISATH ONEPALIMOHHYIO CUCTEMY TBOETO CMapT(HOHA;
Hcnonp3yit aHTUBUPYCHBIE TPOTPAMMBI JIJ1s1 MOOMIIBHBIX Telle(hOHOB;

He 3arpyxail npwioKeHUsT OT HEHU3BECTHOIO HMCTOYHHKA, BEAb OHH MOTYT COAEPKAThH
BPEIOHOCHOE MPOTPAMMHOE 00ECIICUCHHE;

[locne Toro kak Tbl BBIWJEHIL C caiTa, TJI€ BBOAWJI JMYHYIO HH(POpMAILMIO, 3aliIu B
HACTpOWKH Opay3epa u yaanu cookies;

[Teprnonnuecku npoBepsiii, KaKue IUIATHBIE YCIIYTH aKTUBUPOBAaHbI HA TBOEM HOMEPE;

JlaBaii cBoil HOMEp MOOWUIBHOTO TenedoHa TOJNBKO JIOJASAM, KOTOPBIX Thl 3HACIIb U KOMY
JIOBEPSICIIIb;

Bluetooth momkeH ObITH BBIKIIOYEH, KOTJa Thl UM HE ToJb3yembcs. He 3a0biBaii mHOTIA
IPOBEPSTH ITO.

Online urpni

CoBpeMeHHbIE  OHJIAMH-UTPBI - 3TO  KpacoyHble, 3aXBaThIBAIOUIUME  pa3BJICUCHUS,
00BEIMHAIONINE COTHU THICSY YEJNOBEK MO BceMy Mupy. Wrpoku uccineayroT NaHHBIA UM MHP,
001Iat0TCs APYT € APYTOM, BBITIOJIHSIOT 33aHUsI, CPAXKAIOTCS C MOHCTPAMHU U MOJIYYaloT OMbIT. 3a
YAOBOJBCTBUE OHU IJIATAT: MOKYIMAIOT JAUCK, OTUIAYMBAIOT AOOHEMEHT WJIM MPUOOPETAIOT KAKHE-TO
OTILINH.

Bce a1y cpencTtBa uayT Ha moJAepKaHUE U Pa3BUTUE UIPHI, a TAKXKE Ha caMy 0€30MacCHOCTD:
COBEPIICHCTBYIOTCSI CUCTEMbI aBTOPU3AIMH, BBIITYCKAIOTCSI HOBbIE MaT4H (HU(POBbIE 3aIUIATKU IS
IIPOTPAMM ), 3aKPBIBAOTCS YSI3BUMOCTHU CEPBEPOB.

B HOIIO6HI>IX HUrpax CTOUT OIlaCaTbCA HE CTOJIBKO CBOUX COIICPHHUKOB, CKOJIBKO KpPaXH TBOCTO
napoJjigd, Ha KOTOPOM OCHOBAaHA CUCTEMA ABTOPHU3alINH OOJIBLIITMHCTBA urp.

OCHOBHBIE COBETHI 10 0€30IMACHOCTH TBOETO UTPOBOI0 aKKAYHTA:

1. Ecnu apyroii urpok BeAeT ceOs mI0Xo Wik co3aaeT Tede HeNPUATHOCTH, 3a0JIOKUPYH €To B
CIIMCKE UTPOKOB;

2. Tloxamyiics aIMUHHACTpATOpaM HWIPbl HAa IUIOXO€ MOBEIEHUE ATOrO0 UIPOKa, >KEJIaTeIbHO
INPWIOKUTh KaKHE-TO 10Ka3aTeNIbCTBA B BUAE CKPUHOB;



3. He yka3biBail muuHy0o nHpOpMaluio B npodaiisie Urpsi;
4. YBaxail Ipyrux y4aCTHUKOB I10 UTPE;

5. He ycranaBnuBaii Heo(uMaabHbIE MaTYd U MO/JIBI;

6. McnoJib3yil CIIOKHBIE U pa3HbIE NTAPOJIH;

7. [axe BO BpeMss UIpbl HE CTOMT OTKJIO4aTh aHTUBUpYC. [loka TbI urpaems, TBOU
KOMIIBIOTEP MOTYT 3apa3UTh.

OUIIMHI WJIH KPaKa JUYHBIX JAHHbIX

OOBIYHOM KpaXkel JIeHer U JOKYMEHTOB CErOAHs Y>K€ HUKOrO HE yAMBHIb, HO C Pa3BUTHUEM
VUHTEPHET-TEXHOJOTUNA  3JIOyMBIILUIEHHUKHA [EPEMECTUINCh B HHTEPHET, U MPOAOCKAIOT
3aHUMATHCS "MIOOUMBIM'" J1€JI0M.

Tax mnosBUiIach HOBas yrpos3a: HHTEPHET-MOIICHHUYECTBA WM (UILWHT, TJIABHAs LEJb,
KOTOPOTO COCTOUT B TMOJYyYEHUH KOH(PHUACHUIUAIbHBIX JaHHBIX IOJb30BaTENE - JIOTUHOB H
naposeii. Ha anrnuiickoM si3pike phishing unraercs xak ¢umusr (ot fishing - peiOHast joBms,
password - mapoJib).

(OCHOBHBIE COBETHI IO OOPHOE ¢ HUITMHTOM:

1. Cnenu 3a cBouM akkayHTOM. Ecnu Tl moj03peBaeliib, 4TO TBOSI aHKeTa Oblia B3JIOMaHa, TO
HE0OX0IMMO 3a0JIOKMPOBATh €€ M COOOIIUTh aJAMUHHUCTPATOpaM pecypca 00 3TOM KaK MOKHO
CKOpEE;

2. Ucnonp3yit Oe3omnacHple BeO-CaThl, B TOM YHUCJIE, MHTEPHET-MAra3uHoB M TOHMCKOBBIX
CHUCTEM,;

3. Hcnonb3yil cnoxkHble U pa3Hble mapoiu. Takum oOpa3om, eciau TeOs B3JIOMAOT, TO
3JI0YMBIIUIEHHUKH TOJy4YaT JOCTYI TOJIbKO K OJJHOMY TBOEMY MPO(]UIIIO B CETH, @ HE KO BCEM;

4. Ecnu 1e0s B3jOMalid, TO HEOOXOAUMO MPEAyNpPEeaUTh BCEX CBOMX 3HAKOMBIX, KOTOPHIC
n00aBeHbl y T€OS B JPY3bSAX, O TOM, UTO T€OS B3JIOMaIM M, BOBMOXKHO, OT TBOEro UMEHHU OyJeT
pacchUIaThCS CIaM U CChUIKM Ha (DUITMHTOBBIC CANTHI,

5. YcranoBu HanexHbii napoiib (PIN) Ha MOOMIIBHBIN TeneoH;
6. OTKIIIOUM COXpaHEHHUE NapoJsi B Opaysepe;

7. He oTkpeiBait (aiiipl U Ipyrue BIOKEHUS B MUChbMax, JIa)Ke €CIM OHU MPUIUIA OT TBOMX
npy3seit. Jlydie yTouHu y HUX, OTHPABIISIIN JIU OHU TeOe 3TH (aiiibl.

HudpoBag penyranus

Hudposas pemyTaiusi - 3TO HEraTHUBHAs WM TMO3UTHBHAs MHGOpMAaIuUs B CeTH O Tebe.
Komnpomerupytomas uHbopMmaiusi, pa3MelieHHas B HHTEPHETE, MOXET Cephe3HbIM 00pa3zoM
OTPa3UThCS Ha TBOEW peanbHOU ku3HU. "lludpoBas pemyramms" - 3T0 TBOW MMHIK, KOTOPBIH
dbopmupyeTcs u3 uHbopMaIK 0 TeOe B UHTEPHETE.

TBOe MecTo XKUTENbCTBA, YueObl, TBOC (PMHAHCOBOE MOJIOKEHHE, OCOOEHHOCTH Xapakrepa U
pacckasbl 0 OJU3KHX - BCE ATO HAKATUTMBACTCS B CETH.



MHorHe TOAPOCTKH JIETKOMBICIICHHO OTHOCSTCS K MyOJWKauh JHUYIHOH WH(POpMAlUd B
HNHTepHeTe, HE TOHMMAas BO3MOXHBIX ITOCIIEACTBUNA. ThI Jake HE CMOKEITh IOTaaaThCs O TOM, YTO
dbortorpadus, pasmereHnas 5 JeT Ha3all, crajia IPUYUHON 0TKAa3a MPUHATH Te0s Ha padoTy.

KommenTtapuu, pasmernieHue TBoux Qororpaduii u apyrue IEHCTBUS MOTYT HE HCUE3HYTh
Jake MOCje TOTro, KaK Thl UX yJalulllb. Thl HE 3HACIIb, KTO COXPAaHMI 3Ty WH(GOPMAIUIO, Tomaja
JU OHAa B TIOMCKOBBIC CHUCTEMBl M COXpaHWIAch JIM OHA, a TJIABHOE: YTO TMOJYMAalT O Tebe
OKpY>Karollye JIIAW, KOTOphIe HAWAYT W yBUIOAT 3To. HalTu wHGOpMaAIUIO MHOTO JET CITyCTS
CMOJXKET JIF000H - KaK U3 JOOPBIX MOOYKICHHUH, TaK U ¢ HAMEPEHUEM MTPUYUHHUTH BPea. ITO MOXKET
OBITH KTO YTOJIHO.

OCHOBHBIC COBETHI 110 3aIIUTE HPId)DOBOﬁ peIoyTanum.

1. Ilomymaii, mpexjae 4eMm 4TO-TO MyOJMKOBaTh M mHepenaBath y ceOsa B Onore wid B
COIIMAJIbHOM CEeTH;

2. B mnactpoiikax mpo¢uisi yCTaHOBM OrpaHUYEHHUs Ha MPOCMOTP TBOEro Npoduis U ero
COACPKUMOTr0, C/IeNIail ero ToJIbKO "11s Apy3eit”;

3. He pa3Memaii 1 He yKasbiBail HH(MDOpPMAIIUIO, KOTOpask MOXKET KOT0-TMO0 OCKOPOJISATH WU
00MXaTh.

ABTOpPCKOE NMPaBO

CoBpeMeHHbIe HIKOJBbHUKU - aKTUBHBIE MOJb30BaTeNld LU(poBoro mpocTtpaHcTBa. OmHAKO
JTAJIEKO HE BCE 3HAIOT, YTO MOJb30BAHME MHOTMMHU BO3MOXKHOCTSIMU LIM(PPOBOrO MHpa TpedyeT
cOOJTI0/ICHUs ITpaB HAa MHTEIIEKTYalIbHYI0 COOCTBEHHOCTD.

Tepmun "WHTe/UIEKTyallbHasi COOCTBEHHOCTh' OTHOCHUTCA K Pa3IU4YHBIM TBOPEHUSIM
YeJIOBEUECKOr0 YMa, HAUMHAsl C HOBBIX M300pETEHUI U 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh Ha
OPOAYKTHI M YCIIyTH, U 3aKaH4YMBasi KHUraMu, GororpapusiMu, KUHOQUIbMAMH U MY3bIKaJIbHBIMU
MPOU3BEACHUSIMU.

ABTOpCKHE MpaBa - 3TO MpaBa Ha HHTEJUIEKTYaJbHYIO COOCTBEHHOCTb Ha TMPOU3BEACHUS
HAyKH, JUTEPATypbl U UCKYCCTBA. ABTOPCKHE MpaBa BHICTYIAIOT B Ka4€CTBE rapaHTUH TOTO, YTO
VHTEJUIEKTYaJIbHBIN/TBOPYECKUNA TPYJl aBTOpa HE OyJeT HampacHbIM, JACT €My CIpaBelIUBbIC
BO3MOKHOCTH 3apaboTaTh Ha pe3yJibTaTaX CBOETO TPYJa, MOJIYYUTh U3BECTHOCTh M MPHU3HAHUE.
Hukro 6e3 paspernieHus aBTopa HE MOKET BOCIPOHU3BOAUTH €ro MPOU3BEJIEHUE, PACIPOCTPAHSTH,
nyOJUYHO JIEMOHCTPUPOBATh, MpPOAAaBaTh, HMIIOPTHUPOBATH, IyCKAaTb B MPOKAT, IMyOJIUYHO
UCTIOJIHSTD, MOKA3bIBATh/UCTIOIHATH B 3(hupe WK pameniath B UHTepHere.

Hcnonp3oBanue "mUpaTckoro" MpOrpaMMHOr0 oOecreueHuss MOXKET MPUBECTH K MHOTHUM
pUCKaM: OT TOTEPH JAaHHBIX K TBOMM aKKayHTam J0 OJOKHUPOBKH TBOETO YCTPOMCTBA, TIJie
yCTaHOBJICHA HeJerajabHas mporpamma. He ctout Ttakke 3a0bIBaTh, UTO CYILIECTBYIOT JIETalbHBIE U
OecIuiaTHbIe MPOTPAMMBI, KOTOPbIE MOKHO HAWTH B CETH.

O nopraJie

Cemeeuuok.pgh - TBOU TJIaBHBIA COBETYUK B CETH. 3]1€Ch Thl MOXKEIIIh Y3HATh O O€30MaCHOCTH
B CETHM MOHSATHBIM M JOCTYHHBIM $I3bIKOM, @ MPU BO3HHUKHOBEHUHM KPUTUUECKOW CHUTYaIUU
00paTUTBhCSA 3a COBETOM. A TakKe MPHUHATh y4acTHE B KOHKYpPCax M CTaTh CaMbIM ITU(POBBIM
rpakIaHUHOM !
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