NuadopMmanmnoHHas MaMAaTKaA JAJI 00yJaroNuXcs A
pasMenieHuA Ha opunuaabHbIX THTEpHET-pecypcax

C xaXKZIpIM TO/IOM MOJIOZIE’KM B MHTEPHETE CTAHOBUTHCSA OOJIbINIE, a IIKOJIHbHUKU
O/IHU U3 CaMbIX aKTUBHBIX I0JIb30BaTesiell PyHera. Mexay TeM, IOMHUMO OTPOMHOTO
KOJIMUECTBAa BO3MOXKHOCTEN, WHTEPHET HECeT M Ipo0JeMbl. JTa HaMATKA JIOJDKHA
IIOMOYb Tebe 6e30macHO HaXOAUThCS B CETH.

KommnrbioTepHble BUPYCHI

KoMmiploTepHBI BUpPYC - 3TO PA3HOBUJHOCTh KOMIIBIOTEPHBIX MPOTPaMM,
OTJTMUUTENIPHON 0COOEHHOCTHIO KOTOPOH SBJISETCA CIOCOOHOCTh K Pa3MHOKEHUIO. B
JIOTIOJTHEHUE K 5TOMY, BHUPYChl MOTYT MHOBPEIUTH WJIU IOJHOCTHIO YHUUTOXKUTH BCE
daiiibl ¥ J1aHHBIE, IOAKOHTPOJIbHBIE IIOJIB30BATENI0, OT HWMEHH KOTOpOro ObLia
3amyllleHa 3apa)K€HHas IporpamMMa, a TaKKe IIOBPeJUTh WU Jla’Ke YHUYTOXKUTH
OIlepallMOHHYI0 CHUCTEMY cO BceMu daislaMu B 1eJIoM. B OOJBIIMHCTBE CJIydaeB
pPacCIpOCTPAHSAIOTCS BUPYCHI Uepe3 UHTEPHET.

MeTo/1b1 3aIIIUTHI OT BPEJOHOCHBIX ITPOTPAMM:

1. Mcnonp3yll coBpeMeHHbIe OlepaliOHHbIE CUCTEMbBI, UMEIOIINE CEPbE3HBI YPOBEHD
3aIUTHI OT BPEIOHOCHBIX ITPOTPaMM;

2. IlocTossHHO ycTaHaBaMBaul mautu (1U@pOBBIE 3aIIaTKH, KOTOPbIE aBTOMAaTUYECKU
yCTaHABJIUBAIOTCA C IeJIbI0 JOPAaOTKM MHPOTPAaMMbI) U JApyrue OOHOBJIEHUSA CBOEU
olnepannoHHON cucteMbl. CKauMBall UX TOJIBKO ¢ OQUIIMAIBHOTO cailiTa pa3paboTumka
OC. Ecu cy1iecTByeT PesXUM aBTOMaTHUYeCKOTO0 OOHOBJIEHUSI, BKJIIOUH €T0;

3. Paboraii Ha cBOeM KOMIIbIOTEpE IO/, IIpaBaMu IOJIb30BaTeNsA, a He aJIMUHUCTPATOPA.
ITO He MO3BOJIUT OOJIBIINHCTBY BPEJOHOCHBIX IIPOTPAMM HHCTAJLIMPOBATHCA HA TBOEM
IIePCOHAJIBHOM KOMIIBIOTEPE;

4. UWcnosp3yit aHTUBUPYCHBIE IPOTPAaMMHBIE TTPOAYKTHI U3BECTHBIX MPOU3BOUTEIIEN,
C aBTOMaTHU4YeCKUM OOHOBJIEHHEM 0a3;

5. Orpannyb PU3NUECKUU TOCTYIl K KOMIIBIOTEPY /Il IOCTOPOHHUX JIUII;

6. Mcrosb3yil BHeNTHUE HOCUTENU MH(pOpMaIU, Takue Kak (Jierka, UCK uin Qaiiin
13 UHTEPHETA, TOJIBKO U3 MPOo¢epPEHHBIX UCTOUHUKOB;

7. He OTKpbIBall KOMIOBIOTEPHBIE (PAilJIbl, MOJIyUYeHHBbIE U3 HEHAJIEXKHBIX UCTOUHUKOB.
Jaxke Te ¢aiiyibl, KOTOpbIE MPHUCJIAl TBOM 3HAKOMBIN. Jlydlllie yTOYHU y HETO, OTIIPAaBJIA
Jiu OH Tebe ux.

Ceru WI-FI

Wi-Fi - 3To He BUJ mepefaud JAaHHBIX, HE TEXHOJIOTHs, a BCETO JIUIIb OpeHp,
Mapka. Eme B 1991 roay HUJepJaHJ/CKass KOMIIAHUS 3aperdcTpupoBasia OpeH.
«WECA», uyro ob6o3Hauasio cyoBocouertanue «Wireless Fidelity», koTopsrIit
IIepPEBOUTCS KaK «0eCIpOBO/IHAS TOYHOCTD».

Jlo Halllero BpeMeHH JIOILIA Jipyras ab0peBuarypa, KOTopas ABJISETCS TaKOU Ke
TexHoJioruei. Ato abopeBuarypa «Wi-Fi». Takoe HazBaHHe ObLIO JaHO C HAMEKOM Ha
CTaH/IapT BbICIINU 3BYKOBOU TexHUKHM Hi-Fi, 4TO B mepeBojie O3HAYaeT «BBICOKAs
TOYHOCTB».

Jla, OecriaTHBIM WHTEPHET-ZIOCTYII B Kade, OTeJsAX U a’dpPomlopTax SIBJIAETCS
OTJIMYHON BO3MOKHOCTBIO BBIXOZla B MHTepHeT. HO MHOTME 3KCIIEPTHI CUUTAIOT, YTO
obmemoctymHbie Wi-Fi cetn He ABIAIOTCA 6€30TaCHBIMM.

CoBeTbl 110 6e301acHOCTH paboTe B 0011IeA0CTYTHBIX ceTsax Wi-fi:

1. He mepenmaBaii cBow JimuHylo uHGoOpManum uepe3 obmieaoctynubie Wi-Fi cerm.
Pabotas B HUX, JKeJIaTeJTbHO He BBOJAUTD IIAPOJIH JIOCTYIIA, JIOTUHBI ¥ KaKHe-TO HOMEPA;



2. Mcrionib3y#l 1 OOHOBJIAN aHTUBUPYCHBIE TPOTPAMMBbI U OpaHziMayep. Tem caMbIM ThI
obezomnacuillb cebst OT 3aKaUKU BUPYca Ha TBOE YCTPOUCTRBO;

3. [Ipu wucnonbp3oBanuu Wi-Fi otkiaoun dyHkiuio «O0mui goctyn k daiiam u
npuHTepaM». JlaHHass QYHKIUS 3aKpbhITa II0 YMOJIYAHHUIO, OJIHAKO HEKOTOpHIE
II0JI30BaTEJIN AKTUBUPYIOT €€ JJIs yI00CTBA UCIIOJIb30BaHUA B paboTe miu yueoe;

4. He mcnonp3ynt myoamuabii WI-FI 151 mepegauu JIMUHBIX JIAHHBIX, HAIIpUMeED IS
BBIXO/Ia B COIMAJIbHBIE CETU WJIU B BJIEKTPOHHYIO MOYTY;

5. Umonb3yll TobKO 3amiuileHHoe coennHeHue dyepe3 HTTPS, a ue HTTP, T.e. npu
Habope Beb-apeca BBOAU UMeHHO «https://»;

6. B moOwibHOM TesnedonHe oTwiatoun GyHKnu «I[loaxiouenne k - Wi-Fi
aBTOMaTHJecku». He Jlomyckall aBTOMaTUYECKOTO MOAK/IIOUEHUS YCTPOUCTBA K CETAM
Wi-Fi 6e3 TBoero corJiacus.

ConmuajibHbIE CEeTH

CormuasibHbIE CETH aKTHBHO BXOJAT B HAITy >KHU3Hb, MHOTHE JIIOAU PabOTalOT U
’KUBYT TaM ITOCTOSTHHO, a B Facebook y:ke 3aperucrpupoBaH MULIHAP YEI0BEK, YTO
ABJIAEeTCA OJHOM CeObMOM BCeX JKUTeJIed IUIaHeTbl. MHOTrWe II0JIb30BaTejId He
IIOHUMAIOT, UTO WH(OpMaIus, pa3MellleHHAas UMH B COIIUATIBHBIX CETAX, MOXKET OBITH
HalijieHa W WCIIOJIb30BaHA KEeM YTOJHO, B TOM YHCJIE He 00s3aTeJbHO ¢ OJaruMu
HaMepEeHUSIMU.



OcHOBHBIE COBETHI I10 0€30IMaCHOCTHU B COIMMAJIBHBIX CeTAX:

1. OrpaHuYb CIUCOK Apy3eil. Y Tebs B IPY3bAX He IO0JKHO OBITh CIyYalHBIX U HE3HAKOMBIX JIIO/IEH;

2. 3amuimiai cBOI0 YacTHYIO *ku3Hb. He yka3piBail naposiu, TesiedoHbI, ajipeca, aTy TBOETO POKAEHU
U IPYTYIO JINYHYI0 HH(pOopManuio. 3JI0yMbIIIJIEHHUKYA MOTYT UCIIOJIB30BaTh Jja>ke NH(POPMAIHIO O TOM,
KaK Thl ¥ TBOU POJIUTENHU IJIAHUPYETE IPOBECTU KAHUKYJIBI;

3. 3amumai CBOI0 peIyTaIyuio - IepKU ee B YUCTOTe U 33j1aBail cebe BOIPOC: XOTes ObI ThI, UTOOBI
ZpyTHe TO0JIb30BaTeNIN BUAEIU, UTO ThHI 3arpyxkaemb? [Togymai, mpexze yeM 4TO-TO OIyOJIMKOBATh,
HaIMCcaTh U 3arpy3UTh;

4. Ecoii ThI TOBOPHUIIIB C JIIOABMH, KOTOPBIX HE 3HAEIllb, HE UCIOJIb3YH CBOE peaylbHOE UM U APYTYIO
JIMYHYTI0 HHPOPMAIUN: UM, MECTO KUTEJIbCTBA, MECTO YUeObl U IIpoYee;

5. N36eraii pazmenenus ¢ororpaduii B VIHTepHETE, I7ie Tl N300pa’keH Ha MECTHOCTHU, II0 KOTOPOI
MOKHO OIIP€eZIeJINTh TBOE MECTOIIOJIOKEHUE;

6. [Ipu perucrpaiuu B COIUAIBHON CETH HEOOXOIMMO UCIIOIb30BATh CJIOXKHBIE TIAPOJIH, COCTOSIINE U3
OykB 1 1P U ¢ KOJIUUECTBOM 3HAKOB He MeHee 8;

7. JIJisl cOIUaIbHOU CETH, MOYTHI U APYTUX CAUTOB HEOOXOAMMO HCIIOJIb30BaTh pa3Hble mapoJu. Torma
ecyt TeOs1 B3JIOMAIOT, TO 3JI0YMBIILJIEHHUKY I1OJIy4YaT JIOCTYT TOJIBKO K OJTHOMY MECTY, a He BO BCE CPa3y.
ONeKTPOHHBIE JIEHbIU

OJIEKTPOHHBIE JIEHBTHM — 3TO OYE€Hb YIOOHBIN CIOCO0 IIaTekel, OHAKO CYIIEeCTBYIOT MOIIEHHUKH,
KOTOPBI€ XOTAT MOJYUYUTH 3TH JIEHbIH.

OeKTPOHHBIE JIeHbI'N TOABUWINCH COBCEM HETAaBHO U UMEHHO U3-3a 3TOT0 BO MHOTHX I'OCy/ZIapCcTBax 70
CUX IIOp He IPOMHCAHO PO HUX B 3aKOHAX.

B Poccuu ke oHU QYHKIMOHUPYIOT U O HUX Y2Ke IIPOIIUCAHO B 3aKOHE, TJle UX Pa3/leIsA0T Ha HECKOJIbKO
BU/IOB - aHOHUMHBble U He aHOHUMHBble. PazHuma B TOM, YTO aHOHUMHBIE - 3TO Te, B KOTOPBIX
paspemiaercsi IMPOBOAUTH omepanuu 06e3 UAeHTUDUKANUU II0Jb30BaTeNsd, a4 B HEAHOHHUMHBIX
UJIeHTU(PUKAIUY T0JIh30BaTEIS ABJIAETCA 00513aTeIHHOM.

Taxoke ciemyeT pa3jindaTh BJIEKTPOHHbBIE (UaTHBIE JIEHbIU (PaBHBI TOCYZJApCTBEHHBIM BATIOTAM) U
BJIEKTPOHHbIE He(UATHBIE JIEHbI'M (HE paBHBI FOCY/IAPCTBEHHBIM BATIOTaM).

OCHOBHBIE COBETHI 110 HE30IIACHOU paboTe C 3JIEKTPOHHBIMU JIEHbIaMU:

1. [IpuBsku K cueTy MOOWJIBHBIA TesedoH. ITO caMblil yIOOHBINA M OBICTPBHIN CIIOCOO BOCCTAHOBUTH
JIOCTYII K cueTy. [IpuBsi3aHHBIN TesieOH IOMOXKET, €M 3a0y/lellb CBOU IJIATEXHBIN MMapOJIb WU
3al/Ielb Ha CAUT ¢ HE3HAKOMOTO YCTPOHCTBA;

2. Mcriose3y#t ogHOpa3oBele maposiu. Ilociie mepexosa Ha yCUJIEHHYIO aBTOPU3ANHIO Tebe yiKe He OyzieT
yTPOXKaTh OIACHOCTh KPaKU WM IlepexBaTa IJIaTeKHOTO ITapoJis;

3. Beibepu ciioxkHBIM maposib. [IpecTymiHIKaM OyZIEeT HE ITPOCTO yraZiaTh CJI0KHBIN Maposb. HaiexxHbie
MapoJii — 3TO TMApOJIU, KOTOPhIE COAEPIKAT He MeHee 8 3HAKOB U BKJIIOUAIOT B ceOS CTPOYHBIE U
mpomnucHble OyKBbI, NU(PHI W HECKOJHKO CHMBOJIOB, TaKHe KaK B3HAaK Jojuiapa, (QyHTa,
BOCKJIMIIATEIbHBIN 3HaK U T.. Hanpumep, StROng!;;

4. He BBOZM cBOU JIMUHBIE JaHHBIE HA CAaliTaX, KOTOPBIM He JJ0BEPsEIIb.

AJIeKTPOHHAA IIOHTA

OJIeKTPOHHAS TIOYTA — 3TO TEXHOJIOTHUSA U IPENOCTABIIsIEMBIE €10 YCIYTH MO MEePeChUIKE U MOyUYeHUIO
BJIEKTPOHHBIX COOOIIEHU, KOTOPbIE PACIPEeAEesISIOTCS B KOMITBIOTEPHOH ceTr. OOBIYHO 3IEKTPOHHBIN
TIOYTOBBIN AWK BBITVIAIUT CAEAYIOMIM 00pa30oM: UM _I0JIb30BaTeNA@UMs_oMeHa. Takxke KpoMe
IepeJiauyl IPOCTOTO TEKCTA, UMeeTC BO3MOKHOCTD IepeiaBaTh (haiijibl.

OcHOBHBIE COBETHI IO Oe30macHON paboTe ¢ 3J1eKTPOHHOMN OYTOM:

1 Hazo BIOpaTh MpaBUJIBHBINM MOYTOBBIN CEPBUC. B MHTEpHETE €CTh OTPOMHBIN BHIOOP OeCIIaTHBIX
ITOYTOBBIX CEPBUCOB, OTHAKO JIyUIIIE IOBEPSITh TEM, KOTO 3HAEITh U KTO IIEPBBIN B PEUTHHTE;

2 He ykaspiBail B IMUHOM moUTe JIMYHYI0 HHopManuio. Hampumep, jydliie BbIOpaTh
«My3bIKaJIbHBIN__(haHAT@ » WUJIIH «POK2013» BMecTO «TeMal3»;

3. Hcnosb3yll ABYX3TAllHYI0 aBTOPU3AIMIO. JTO KOTJIA MOMHMO IIApOJisi HYKHO BBOJIUTH KO,
npucbLIaeMblil mo SMS;

4. Bpibepu c0KHBIA TapoJib. Il KaKAOTO MOYTOBOTO SAIIWKA JOJKEH OBITh CBOW HAJIEXKHBIM,
YCTOMUYUBBIN K B3JIOMY [1apOJIb;

5 Ecyi ecTh BO3MOKHOCTH HAIMCATh CAMOMY CBOU JINIHBINA BOIIPOC, UCIIOIB3YH 3Ty BO3MOKHOCTb;

6. Vcnosbp3yil HECKOJIbBKO IOYTOBBIX AIIUKOB. [lepBBIA /Aj11 YacTHOU IepenucKu C ajpecaTaMmu,
KOTOPBIM THI JIOBepsellb. JTO 3JEKTPOHHBIA ajJjpec He HAJI0 HCIOJb30BaTh IPU PETUCTPAIUU Ha
dopymax u caiitax;

7. He oTkpbIBail aiiyibl 1 Apyrue BJIOKEHUSA B MHUChMAaX JaKe €CJIM OHU MPUILIA OT TBOUX APY3eH.
Jlydiiie yTOUHH y HUX, OTIIPABJISLIIN JIM OHU Tebe 3TH aiisibl;



8. Tloce okoHuaHusA pabOThI HA ITOYTOBOM CEPBHUCE IepPe/ 3aKPBITHEM BKJIAJKH C CATOM He 3a0yAb
Ha’KaTh Ha « BBINTH ».

KubepOy IuHT WU BUPTYaJIbHOE U3/€BATETHCTBO

KubepOy/IMHT — TpecjieZloBaHUE COOOIEHUSAMU, COZEpPKAIIUMU OCKOpOJIeHUs, arpeccuro,
3allyTUBaHUE; XYJIUTAHCTBO; COIMAJIbHOE OONMKOTHUPOBAHHE C IIOMOINBIO PA3JINYHBIX WHTEPHET-
CEPBUCOB.

OcHOBHBIE COBETHI IO 00PHOE ¢ KNOEPOY/IIMHTOM:

1. He 6pocatics B 601, JIydrmiuii criocob: T0COBETOBATHCS KaK ce0sT BECTH U, €CJTH HET TOTO, K KOMY MOKHO
00paTuThCA, TO BHAUAJIE YCIOKOUTHCSA. EC/IN ThI HAUHENTh OTBEYATHh OCKOPOJIEHUAMH Ha OCKOpPOJIeHu,
TO TOJIBKO el1le OOJIbIIIE PA30KIKEITh KOH(DIIUKT;

2. YrpasJail cBoel kubepperyTaiuen;

3. AHOHUMHOCTh B ceTd MHUMasA. CyIecTBYIOT CIIOCOOBI BBICHUTH, KTO CTOUT 32 AHOHUMHBIM
aKKayHTOM;

4. He crout BecTu Xyauranckuii o6pa3 BUPTYaJbHOU kU3HU. IHTepHET GUKCUPYET BCe TBOU JIeHCTBUA
Y COXpaHseT UX. YJAJIUTh UX Oy/IeT KpaliHe 3aTPy/IHUTEIBHO;

5. Cobutio/1ali CBOM BUPTYaJIbHYIO YECTH CMOJIOAY;

6. UWrnopupyil enumHudHbI HeraTuB. OJIHOpa30Bble OCKOPOUTETbHBIE COOOIIEHUS JIydllle
urHopupoBaTh. OOBIUHO arpeccus MpeKpaaeTcs Ha HAYaIbHOH CTaIuu;

7. Ban arpeccopa. B mporpammax o6MeHa MTHOBEHHBIMU COOOIIEHHUSMU, B COI[UATBHBIX CETAX €CTh
BO3MOKHOCTH OJIOKMPOBKH OTIIPABKU COOOIIEHUH C OTIPe/IeIEHHBIX 3/IPECOB;

8. Ecsiu TBI cBUieTesth KubepOysinHra. TBOU AEHCTBUA: BBICTYIIUTD IIPOTUB MIPECJIe/IoBaTe s, I0KA3aTh
€My, YTO €ero JeWCTBUsS OIEHUBAIOTCS HETaTUBHO, TIOJIJIEp:KaTh JKEPTBY, KOTOPOH HYKHA
TICUXOJIOTUYECKass IIOMOINb, COOOIIUTH B3POCIBIM O (aKTe arpecCUBHOTO IIOBEJEHUS B CETH.
Mob6wibHBIH TestedoH

CoBpeMeHnHbIe cMapTGhOHBI U IJIAHIIETHI COAEPKAT B ceOe BIIOHE B3POCbINA (PYHKIIMOHAI, U TENEPh
OHU MOTYT KOHKYPHPOBATh CO CTAI[MOHAPHBIMU KOMIIbIOTepamMu. OHAKO, CPEJCTB 3aIIUThI JJIA
MOA00HBIX YCTPOMCTB MOKA OUeHb MaJsio. TecTupoBaHue U MOUCK ysI3BUMOCTEH B HUX ITPOUCXOIUT HE TaK
WHTEHCUBHO, Kak 1 [1K, To ke camoe KacaeTcss 1 MOOUIbHBIX IPUJIOKEHUN.

CoBpeMeHHbBIE MOOMIIbHBIE Opay3ephl yKe MPAKTUYECKH JIOTHAIN HACTOJIbHBIE AaHAJIOTH, OJTHAKO
paciiupenue GyHKIIHOHAIA BIEYET 32 COOOU OOJIBIIYIO CI0KHOCTh M MEHBIIYIO 3aIUIIEHHOCTb.
Jlaneko He Bce TPOU3BOIUTETH BhIITYCKAIOT OOHOBJIEHH S, 3aKPBIBAIOIIE KDUTUUECKUE YA3BUMOCTH JIJIS
CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI JIJIs1 6€30IMaCHOCTH MOOUIBHOTO TeieoHa:

1. Huuero He aBjseTcs no-HacrosimeMy O6eciuiaTHbIM. Byib ocTopoXkeH, Beib Koryia Tebe mpe/iaraoT
OecIUIaTHBIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO IUTATHBIE YCIIYTH;

2. Tymaii, mpexze ueM oTupaBuTbh SMS, poto v Buzieo. Trl TOUHO 3HAEIIIb, T7ie OHU Oy/IyT B KOHEYHOM
urore?

3. HeobOxoarMo 06HOBJIATH ONIEPAIIMIOHHYIO CUCTEMY TBOETO CMapTQOHa;

4. Vlcrionb3yli aHTUBUPYCHBIE TPOTPAMMBI JJ1s1 MOOMJIBHBIX TeJIE(DOHOB;

5. He 3arpy:xaii npujioKeHus OT HEU3BECTHOTO UCTOYHUKA, Be/Ib OHU MOTYT COJIep>KaTh BPEJOHOCHOE
IIporpaMMHOe o0ecIieueHue;

6. Ilocie Toro Kak ThI BBIUJENIb C CAaWTa, IJ/le BBOAWI JIUUYHYIO MH(MOpPMAIUIO, 3aW/I1 B HACTPOUKH
Opaysepa u yzgaiu cookies;

7. [lepuoiuuecky MpPOBepsi KaKue IUIATHBIE YCIIYTH aKTUBUPOBAHBI HA TBOEM HOMEDE;

8. [laBaii cBOMI HOMEP MOOMIHLHOTO TesiepOHA TOTBKO JIIOJISIM, KOTOPBIX ThI 3HAEIb U KOMY JIOBEPSIEIIIb;
9. Bluetooth goyxen ObITH BRIKITIOUEH, KOT/IA THI UM HE TOJIb3yelibcs. He 3a0bIBali HHOT/IA TPOBEPATH
3TO.

Online urpser

CoBpeMeHHbIe OHJIAWH-UTPHI - 3TO KPACOUHbIE, 3aXBaThIBAIOIIINE pa3BjleueHUs1, 00 beIUHAIONINE COTHU
THICAY YEJIOBEK IO BceMy MHUPY. VTPOoKH HCCIEAyIOT JAaHHBIA UM MHUpP, OOIIAIOTCA JIPYT C APYTOM,
BBIMIOJIHAIOT 33/IaHUA, CPAXKAIOTCA ¢ MOHCTPAMHU U IOJIYyYalOT OMBIT. 32 y/IOBOJIbCTBUE OHU ILJIATAT:
MIOKYIIAIOT JIUCK, OIUIAYUBAIOT a00OHEMEHT MJIN IPHUOOPETAIOT KaKue-TO OIIINU.

Bce aTu cpencTBa WMAYT Ha TOJJIep)KaHHE W Pa3BUTHE WIPhI, a TakKe Ha caMy 0e30IacHOCTH:
COBEPIIIEHCTBYIOTCA CHUCTEMbI aBTOPHU3AIHH, BBIIYCKAIOTCA HOBBbIE MaTud (Iu¢pOBbIe 3aryIaTKU JAJIs
IIPOrpaMM ), 3aKPhIBAIOTCS YA3BUMOCTH CEPBEPOB.

B nos06HBIX UTPax CTOUT OIACaThCA He CTOJIBKO CBOMX COIIEPHUKOB, CKOJIBKO KPaXKU TBOETO MapoJisd, Ha
KOTOPOM OCHOBAaHAa CHCTeMa aBTOpU3aIUU OOJIBIINHCTBA UTP.

OcHOBHBIE COBETHI 10 6€30MaCHOCTU TBOETO UTPOBOTO aKKAYHTA:



1. Ecsin ipyroii urpok BejieT ce0s IIJIOXO WJIU CO3/4aeT Tebe HelpUATHOCTH, 3a0JI0OKUPYH ero B CIHCKe
WUTPOKOB;

2. [Toxkamyiicsa afMUHUCTPATOpPaM UTPHI Ha IJIOXO€ MTOBEJIEHHEe 3TOTO UTPOKA, »KeJIaTeTbHO IIPUJI0KUTD
KaKHe-TO JI0Ka3aTeIbCTBA B BU/IEe CKPUHOB;

3. He yxassiBaii inuHy10 nHGOpMAaIio B npodaiiie urpsl;

4. YBaxkail IpyTux y9YaCTHUKOB I10 UTPE;

5. He ycranaBinBai HeouIiagbHbIe ITATIYA U MOJIBI;

6. Mcnosib3yii c103KHbBIE U Pa3HbIe MTApOJIH;

7. Jlaxke BO BpeMs UTPHI HE CTOUT OTKJIIOUATh aHTUBHUPYC. [ToKa THI UTpaellb, TBOH KOMIIBIOTED MOTYT
3apas3uTh.

QuUIIMHT WK Kpaka JINYHBIX JJAHHBIX

OOBIYHOM KpasKel JieHer U JIOKYMEHTOB CETO/THA y>Ke HUKOTO He YZIUBUIIb, HO C Pa3BUTHEM UHTEPHET-
TEXHOJIOTUH 3JI0YMBIIIIEHHUKY IEPEMECTUINCH B HHTEPHET, U IIPOJIOJIXKAIOT 3aHUMAThCS «JIIOOMMBIM »
Z1eJIOM.

Tak mosBWJIach HOBasdg yrpo3a: MHTEPHET-MOIIEHHWYeCTBA WINM (UIIUHT, IJIaBHAs IleJib KOTOPOTO
COCTOUT B NIOJIyYeHHUU KOHGUIEHUIUAIbHBIX J[AHHBIX II0JIb30BaTesjiell — JIOTUHOB U maposei. Ha
aHIJIUHCKOM s13bIKe phishing unrtaercsa kak ¢uiuHr (ot fishing — pri0Has 1081, password — mapoJib).
OcHOBHBIE COBETHI 10 OOpHOE ¢ GUITUHTOM:

1. Cregu 3a cBOMM aKKayHTOM. Ecjm Thl MOZ03peBaelib, YTO TBOSA aHKeTa OblyIa B3JIOMaHA, TO
Heo0X0/TMO 3a0JIOKHPOBATh €€ B COOOITUTH aIMHUHUCTPATOPaM pecypca 00 3TOM KaK MOKHO CKOpee;
2. Mcriorp3yit 6e30nacHble BEO-CAMThI, B TOM YHCJIE, HHTEPHET-MAra3uHOB U MTOMCKOBBIX CUCTEM;

3. Hcmosnp3y#t ciiokHble W pasHble maponu. Takum obpa3oMm, eciau TebOA B3JIOMAIOT, TO
3JI0YMBINIJIEHHUKY TOJIYYaT JOCTYII TOJIBKO K OTHOMY TBOEMY ITPODUITIO B CETH, a HE KO BCEM;

4. Eciiu Te6s1 B3s10Masu, TO HEOOXOAUMO IPEAYIIPEIUTDH BCEX CBOUX 3HAKOMBIX, KOTOPbIEe J00aBJI€HBI Y
TeOs B IPY3bAX, O TOM, UYTO TeOs B3JIOMaIN U, BO3MOXKHO, OT TBOETO UMEHU OyZleT pacChlIaThCs ClIaM U
CCBUIKU Ha (DUIITUHTOBBIE CAUTBHI;

5. YcranoBH HaziexkHBIN 11aposib (PIN) Ha MoOOMIBHBIN TenedoH;

6. OTKJIIOUM cOXpaHEeHHe MmapoJisi B Opaysepe;

7. He oTkppiBail daiiyibl 1 Apyrue BJIOKEHUA B IMHUChMAaXx JlaXke ecjid OHU MPUILIA OT TBOUX Jpy3eu.
Jlydiie yTOUHH y HUX, OTIIPABJISLJIN JI OHU Tebe 3Tu haiiiibl.

[Hudposas pemnyranus

[udpoBasd pemyranusa - 3TO HeraTWBHAsA WJINM TNO3UTHBHAsA wuWHoOpMAINUsaA B ceTu O Tebe.
Komnpomerupywomaa uHopmanus pasMellleHHas B HHTEPHeETe MOXKeT Ccepbe3HbIM 00pa3oM
OTpasuTbCAd Ha TBOEW peaysibHOU KU3HU. «lludpoBas pemyranusa» - 3TO TBOU UMUK, KOTOPBIU
dopmupyetcs u3 nHbOpMAaIUH O TeOe B UHTEPHETE.

TBOe MecTO KUTEeJIbCTBA, YUebbl, TBOe PUHAHCOBOE MOJI0KEHNE, 0COOEHHOCTH XapaKTepa U paccKasbl O
OJINBKHX - BCE 5TO HAKATLJIUBAETCS B CETHU.

MHor#He MOIPOCTKH JIETKOMBICJIEHHO OTHOCSTCSA K IMTyOJIMKauu JINYHOU nHdopmanuu B IHTEpHETe, HEe
MIOHUMAas BO3MOXHBIX MocjaeAcTBUM. Thl fa)ke He CMOXKellb J0TaJlaThCsA O TOM, 4To doTrorpadus,
pasMellieHHas 5 JeT Ha3aJl, cTajla IPUUYNHON OTKa3a IPUHATH TeOsA Ha paboTy.

KommenTapuu, pazmeliieHre TBOUX potorpaduil u Apyrue eicTBUA MOTYT HEe UCUE3HYTh JaXKe Iocye
TOTO, KaK ThI UX yIAIUIIIb. Thl HE 3HAEIIIb, KTO COXPAHIJI 3Ty HH(POPMAITHIO, TIOTIAJIa JIM OHA B IIOUCKOBBIE
CHCTEMBI ¥ COXPAHUJIACH JIM OHA, a TJIABHOE: YTO MOyMAIOT O TeOe OKPY?KAIOIIIEE JIFO/IH, KOTOPbIe HANAYT
U yBUAAT 5T0. HaliTy mHGOPMALMIO0 MHOTO JIET CITyCTSA CMOXKET JII000H - Kak U3 T00phIX OOYK/IeHHH,
TaK ¥ C HaMepeHUeM NPUUYUHUTH Bpesl. ITO MOKET ObITh KTO YTOAHO.

OCHOBHBIE COBETHI M0 3aIuUTe MUGPOBON PEITyTAI[UH:

1. [Tomymaii, mpesxzie ueM 4TO-TO IMyOJTUKOBATH U IepeIaBaTh y ceds B 6J10Te WK B COIUATIBHOM CETH;

2. B HacTpoiikax mpodusis ycTaHOBU OTPAHUUEHUS HA IIPOCMOTP TBOETO MTPODUJISA U €T0 COJIEPIKUMOTO,
c/iesial ero TOJIBKO «JJIsl JIPY3€ei»;

3. He pasmeinaii u He yka3piBaii ”HGOPMAIIUIO, KOTOPAas MOKET KOT0-JIN060 OCKOPOJIATh MU O0MKATh.
ABTOpPCKOE IPaBO

CoBpeMeHHbIE IIKOJBHUKH- aKTUBHBIE IT0JIb30BaTEIN MUGPOBOTo mpocTpancTBa. OHAKO JTAIEKO HE
BCe 3HAIOT, YTO MOJIb30BaHUE MHOTHMHU BO3MOKHOCTAMU IUQPPOBOTO MUpPa TpebyeT cOOII0/IeHNs IPaB
Ha UHTEJUJIEKTYJIbHYI0 COOCTBEHHOCTb.

TepMHUH «UHTeJJIEKTYaIbHAsI COOCTBEHHOCTh» OTHOCHUTCSA K Pa3IMYHBIM TBOPEHHUSM YeI0BEUYECKOTO
yMa, Ha4MHas ¢ HOBBIX N300peTeHU 1 3HaKOB, 0003HAYAIIIHUX COOCTBEHHOCTDh HA IMTPOAYKTHI U YCIIYTH
, 1 3aKaHYMBasi KHUTaMH, GoTorpaduamMu, KHHOQUIbMaMH U My3bIKQJIbHBIMU ITPOU3BE/IEHUSI M.
ABTOpCKHE TIpaBa - 5TO IMpaBa HAa UHTEJJIEKTYaJIbHYI0 COOCTBEHHOCTh Ha IPOU3BENEHUs HAYKH,
JINTEPATyphl U UCKYCCTBA. ABTOPCKHE IIPaBa BBICTYIIAIOT B KAaUeCTBe TapaHTHUH TOTO, YTO



VMHTEJJIEKTYaJIbHBIN/TBOPUECKUN TpyZ, aBTopa He OyZeT HalpacHbIM, JIaCT €My CIIPaBeJJIUBBIE
BO3MOKHOCTH 3apaboTaTh Ha pe3yJIbTaTaxX CBOEro TPy/la, MOJyYUTh U3BECTHOCTh U Mpu3HaHue. HUKTO
0e3 paspelieHUs aBTOpa He MOXKeT BOCIPOU3BOJAUTH €r0 MPOU3BeJIeHNEe, PACIIPOCTPAHATD, IIyOJIUUYHO
JIeMOHCTPUPOBAaTh, IPOJIaBaTh, UMIIOPTUPOBATh, IIyCKaThb B IPOKAT, MYOJWYHO UCIOJHATS,
MIOKA3bIBaTh/UCIIOJHATH B 3¢pupe wiam pa3memath B IHTepHeTe.

Vcniosib30BaHUe «ITUPATCKOTO» IIPOTPAMMHOIO 0OecrieueHusI MOKEeT IPUBECTH K MHOTUM pUCKaM: OT
MIOTEPU JAHHBIX K TBOMM aKKAayHTaM JI0 OJIOKMPOBKU TBOETO yCTPOMCTBA, IJl€ YCTAHOBJIEHHBIN HE
JlerayibHass TmporpamMmma. He cTouT Takike 3a0bIBaTh, UTO CYIIECTBYET JIETAJIbHBbIE U OecIjlaTHbIE
IIPOrPaMMbl, KOTOpbIe MOKHO HAWTH B CETH.

O noptase

CeTeBUYOK.p(] - TBOU TIJIABHBIN COBETYHK B CETH. 37[€Ch Thl MOKEIIb y3HATh O O€30MIaCHOCTH B CETU
MOHATHBIM U JIOCTYIIHBIM 3BIKOM, a IPU BO3HUKHOBEHUHN KPUTHUYECKON CUTyallu OOpAaTHThCA 3a
COBETOM. A TakKe MPUHATh ydyacTHe B KOHKypcax M CTaTh CaMbIM LHQPOBBIM TrpakJIaHUHOM!






